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Abstract

This study concentrates on the accuracy and efficacy of three selected incident
reporting schema as assessed against various techniques defined within the
MITRE ATT&CK Framework, identifies specific strengths and gaps within
each framework, and extracts findings from this assessment to propose a uni-
versally usable incident reporting schema or taxonomy. The study intends to
identify if there are opportunities to improve the initial reporting of a cyber
incident from the perspective of accuracy and clarity. Various organizations
approach initial reporting from differing angles, and as of the date of this
study, there is arguably no industry standard for cyber incident reporting.
As a result, it is possible that organizations or governmental entities may
be utilizing incident reporting schema that can result in confusion, confla-
tion, or inaccurate reporting. This study sought to identify these potential
inconsistencies and gaps in three large-scale incident reporting schema by
notionally mapping detectable adversarial hacking techniques as reportable
events within each schema. Using clustering, consistent patterns were identi-
fied for analysis and derived insights, specifically potential confusion regard-
ing how certain MITRE ATT&CK techniques would be categorized in each
of the taxonomies. For instance, whether a technique should be categorized
as “Malicious Logic” or “User Level Intrusion,” “Web Application Attack”
or “System Intrusion,” and “Web vector” or “Email/Phishing.” These find-
ings were utilized to develop a new incident reporting taxonomy that utilizes
the strengths of each assessed framework as a universal and publicly avail-
able taxonomy. The Universal Cyber Incident Taxonomy (UCIT) features a
simplified and hierarchical approach to categorizing cyber events similar to
Linnaean Taxonomy for biological organisms. By defining individual events
with a leveled categorization system, events are more accurately described,

July 10, 2025



and there is less opportunity to conflate similar events or mislabel them.
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1. Introduction

As cybersecurity defensive operations mature across organizations, the
ability to document, categorize, and report cyber incidents has become an-
other facet of the cyber lexicon, along with the strengths and challenges that
come with it. The term cyber attack generally refers to criminal activities
conducted via the Internet, typically to steal money and confidential informa-
tion or to advance a political or ideological goal (hacktivism) [1]. As attacks
persist within organizations, a need exists to properly and adequately cat-
egorize and document these incidents for the record, either for archival or
upstream reporting. However, due to individual mission needs and require-
ments, incident reporting schema has been primarily organization-based and
customized in lieu of a single standardized framework provided by an orga-
nization like the National Institute of Standards and Technology (NIST). In-
deed, NIST has published cyber incident reporting and response guidance [2],
but this report merely outlines critical data fields that should be included in
any cyber incident report. Further, NIST SP 800-61 does not provide any
guidance or standardization for the defining naming conventions an organiza-
tion could use to refer to its cyber incident reports when categorizing them
for further reporting, retrospective analysis, or archival. The frequency of
attacks faced by the average host connected to the Internet remains elevated
[3]. Therefore, organizations must define and deploy their own incident cat-
egorization schema, which tends to be decentralized, individually focused,
and entirely non-standard.

As a result, it appears as though nearly all organizations have defined
their own unique incident reporting schema with high-level incident “cate-
gories” that assist in metrics and statistical collection for retrospective meta-
analysis and reporting [4]. Within a Security Operations Center (SOC) en-
vironment, these categories are generally how a detected event comes to be
defined throughout the incident handling process and can either change as
new information is discovered, potentially result in duplicate reporting as
new event data is detected, or kept permanently even if the understanding
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of the event changes. The diversity of schema yields an opportunity for com-
parative analysis. Several of these incident reporting frameworks are likely
imperfect systems that can confuse an analyst regarding proper event iden-
tification, events potentially overlapping multiple categorization schema, or
events not truly fitting in any of the named categories. If this is the case, this
results in inaccurate data sets for large-scale organizations. When combined
with a lack of uniformity across organizations, it results in bluedata sets that
do not correlate.

When there is a lack of aforementioned mandated uniformity, part of
the difficulty is a similar lack of requirement to make these schema publicly
known [5]. This severely limits the sample population of incident reporting
schema that can be used for such a study. Initial research suggests that
incident reporting frameworks that include actual category definitions are
relatively sparse. Most organizations likely treat such schema as internal doc-
umentation, with no inherent responsibility to make them publicly available.
Fortunately, three extremely vast organizations make their schema available
and include category definitions. The Department of Defense (DoD) man-
dates that all cyber incidents and events be reported in accordance with
the guidance published by the Chairman of the Joint Chiefs of Staff Manual
(CJCSM) 6510.01B Cyber Incident Handling Program [6]. Similarly, within
the United States government, the Cybersecurity and Infrastructure Secu-
rity Agency (CISA) mandates any incident reporting to US-CERT follow the
CISA Incident Reporting Guidelines [7]. Finally, multinational telecommuni-
cations conglomerate Verizon releases an annual Data Breach Investigations
Report (DBIR) [8] that includes incident/event category information and
definitions. These three frameworks were subsequently selected simply due
to their availability combined with their large-scale size and breadth across
their stakeholders and/or customer base.

This research study aims to compare and contrast these three publicly
available incident reporting schema by selecting known adversarial hacking
events from the industry standard MITRE ATT&CK framework [9], follow-
ing the guidance of each incident reporting schema and categorizing each
event appropriately. The research focuses on identifying ambiguity within
publicly available incident reporting taxonomies and utilizing findings to
propose a new universal taxonomy. Conducting the study, example tech-
niques were selected from each of MITRE ATT&CK’s 14 technique fam-
ilies. Example events were categorized according to the guidelines within
each organization’s reporting schema and analyzed for potential gaps, du-
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plication, or insufficient definitions. Following an exploratory assessment of
these techniques, a midpoint assessment report was prepared, and findings
subsequently determined the evaluation method was relatively sound. The
selection of techniques from the ATT&CK families was subsequently doubled
for the sake of strengthening the assessment data set, and incident report-
ing taxonomies were reassessed. This also provides opportunities for future
work, as the total number of MITRE ATT&CK techniques at the time of this
writing currently stands at 466 techniques, and 86 techniques were assessed.

Desired insights from the analysis include identifying gaps in certain
schema, areas where poor definitions result in gaps or duplication, and the
ability of the organization to retrospectively review past results for accurate
statistical analysis for the purposes of proficiency monitoring or resource al-
location. Findings surrounding logic errors in accurate event labeling were
identified, and notable strengths within each evaluated taxonomy were iden-
tified. These findings were then utilized to create a new taxonomy derived
from each taxonomy’s identified strengths and weaknesses. The end state of
this research is the development of the Universal Cyber Incident Taxonomy
(UCIT), designed to be publicly available, freely usable, and universally op-
erable for any public or private sector SOC. It is currently being tested in a
federal government SOC in parallel against an internal taxonomy for further
comparative analysis.

As an end-product of this analysis, UCIT is designed as a modular, pub-
licly available, and freely usable cyber incident taxonomy that addresses all
potential weaknesses from the assessed incident reporting schema. It de-
rives the inherent strengths from each taxonomy. It utilizes taxonomy based
on what is used for biological organisms (Kingdom, Phylum, etc.) to accu-
rately and adequately categorize incidents based on a ranked hierarchy of
data fields. UCIT was then subjected to the same cross-walk evaluation as
the other taxonomies for comparative analysis purposes.

The contributions of this work thus include:

• An assessment and evaluation of three large incident taxonomies cur-
rently in operational use today.

• An analysis of potential causes of confusion, conflation, or miscatego-
rization due to inefficient or incomplete incident category definitions.

• A proposed incident taxonomy specifically created based on these lessons
learned and freely released for adoption and use.
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The remainder of the paper is structured as follows. Section 2 discusses
related work and other efforts associated with the proper incident definition
and categorization. Section 3 describes the mechanism for testing a number
of selected incident taxonomies and the data set used to test them. Sec-
tion 4 discusses the outcomes of the experiment’s notional incident mapping.
Section 5 is a dissection of some of the identified challenges that appeared
consistent across all assessed taxonomies blueand a few identified strengths.
Section 6 leverages the prior analysis as its basis for conceptualizing and
developing a new framework based on lessons learned. Finally, Section ??
identifies areas where more research work could be conducted to advance the
concept, as well as how UCIT as a framework could be further tested.

2. Related Work

Many studies specifically concentrate on cyber incident reporting, and
obstacles surrounding accurate and meaningful reporting are well-researched
and understood. Authors in [10] comparatively analyzed five different re-
porting templates from a variety of European cybersecurity organizations,
though they concentrated specifically on necessary data elements for robust
reporting. It did not, however, concentrate specifically on the challenges that
come with incident categorizations as a mechanism of organizational sorting
of incidents/events. Insights from this study resulted in recommendations
for additional standardized fields and a proposed template write-large rather
than a specific categorization schema.

The work reported in [11] takes a similar approach, selecting alternative
incident reporting schema such as the industry-standard STIX and highlight-
ing the strengths and weaknesses of the reporting formats of six different
schemas. However, the interesting difference between this work and [10] is
how incident reporting formats were defined. While [10] concentrated on
organizational reporting for higher level awareness and command/control,
[11] defined incident reporting as “information sharing” and selected schema
specifically designed to highlight the sharing of cyber event technical indica-
tors more in line with concepts of the cyber threat intelligence field. Specifi-
cally, Structured Threat Information eXpression (STIX) and the other eval-
uated frameworks within this study are explicitly geared towards highlight-
ing technical indicators for information sharing with a large community so
that the community can hunt for similar activity within their environments.
While elements of this information likely exist in all cyber incident report-
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ing schema, the overarching intent behind STIX and similar frameworks is
to provide a standardized data schema for the machine-ingest of network
and host-level data rather than a summary narrative-based descriptions or
categorizations of the event itself.

Lif et al.’s work [12] is most closely aligned with the intent of this re-
search proposal, in which 16 different cyber defense organizations were asked
to file cyber incident reports using their schema. At that time, they were
compared to pre-defined critical information elements and assessed on ac-
curacy and maturity in reporting. This work is closely aligned with this
proposal thematically but does not concentrate specifically on top-level in-
cident categorizations. Organizations were assessed based on how well they
reported information elements within their schema, not how accurately their
categorization method was for the overarching event. As an additional mi-
nor note, all researched publications also concentrated solely on European
organizations, except for Menges et al.’[11] concentration on STIX, as afore-
mentioned. It appears as if no American cybersecurity organizations were
utilized in a comparative analysis. While this is arguably irrelevant to the
wider research space in this area, it is likely beneficial to assess American
governmental and industry organizations for the benefit of improving Amer-
ican organizational incident reporting. Additionally, comparative analysis
between American and European organizations (or any other international
organizations) is likely an area where future research may be beneficial.

Following the completion of the study attempts to identify related work
were revisited as a means to find additional taxonomies for comparative
analysis potentially. Zaccaro et al. [13] appears deceptively similar, as this
study concentrated on a multilevel approach to a cyber security taxonomy.
However, this study is specific to incident response performance, either by
an individual analyst or a SOC. The study specifically develops a multilevel
taxonomy for measuring performance and efficiency during incident handling.
This differs from a taxonomy for specific categorization of cyber incidents.

Additionally, a large number of preexisting research concentrates specif-
ically on intrusion detection rather than the necessary subsequent intrusion
reporting. Yuill et al. [14] propose a military battlefield-intelligence process
approach for intrusion detection in cybersecurity environments. This is a
similar research area and gap but does not address the specific challenges
of effective reporting and categorization of incidents post-compromise or in
progress.

Attempting to identify if highly specialized subsets of cybersecurity could
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be expanded to the field writ-large, Zhu et al. [15] was reviewed to see if
specific categorization insights could be utilized within this study. Unfor-
tunately, this study specifically concentrates on identifying a taxonomy for
cyber attacks on SCADA systems. This particular sub-field is too explicit
in scope to apply to large-scale cybersecurity organizations seeking to ac-
curately and adequately classify cyber incidents via a taxonomy or schema.
Indeed, further research may be warranted to identify if specific and highly
specialized fields within cybersecurity deserve their taxonomy due to their
uniqueness.

Finally, Ibrishimova’s work [16] is similar to this study, as it recognizes
that the cyber threat landscape is changing rapidly, thus making the process
of scientific classification of incidents for incident response management diffi-
cult. This is indeed factual and related to the intended concept of this study.
However, the researchers specifically concentrate on how existing efforts to
automate the process of incident classification do not make a distinction be-
tween ordinary events and threatening incidents, which can cause issues that
permeate throughout the entire incident response process. This differs from
the scope of this study, as the researchers propose a machine-learning model
to detect the probability of malice in a given event.

3. Methodology

In simple terms, given the dual assumption that all SOCs operate some
sort of labeling scheme for their identified cyber incidents and events and
that said schemes are organizationally specific and disparate, this study in-
tends to identify a selection of large-scale categorization taxonomies, assess
them against various cyber-attacks, and specifically identify any weaknesses
in said taxonomies, where there may be notable strengths of one against an-
other, and gain insight into how an incident categorization schema can be
improved or matured. Considering prior work has primarily concentrated on
the assessment of taxonomy and broader data elements, opportunities exist
to understand standard categorization of incidents and events in large cyber
defense organizations, best practices, and potential challenges that come with
attempting to utilize a categorization system for labeling and sorting cyber
incidents & events at scale. Conducting such a study essentially requires
three data collection stages.

First, a large sample size of diverse categorization schema is preferred,
but as aforementioned, very little data is publicly available. In lieu of mul-
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tiple schema, arguably, the next best sample set is the best effort for large
organizations that cover large swathes of network space. Secondly, a rele-
vant and reliable catalog of cyber-attacks and offensive actions is required to
assess each of the selected schemas. This catalog must be robust enough to
capture all known potentially detectable activity that could subsequently be
used for filing a cyber incident report. Only from there is a viable cross-walk
possible, in which certain cyber activities can be sorted and organized based
on each reporting schema incident category definitions. In other words, this
research will identify example cyber events for usage in a notional catego-
rization exercise within the constraints of each selected incident reporting
schema. From there, the analysis would involve a comparison of various cat-
egorization schemas to identify best practices, gaps, and weaknesses across
all selected frameworks.

3.1. Selecting the Frameworks

As mentioned, research work specifically focused on collecting multiple
incident categorization schema was largely unsuccessful, as very few organi-
zations publicize their preferred taxonomy and labeling, much less commu-
nicate whether any standardization with other known schema is occurring.
Subsequently, “best effort” sample collection occurred primarily concentrat-
ing on large organizations with well-known and published schema, notably
the aforementioned DoD’s CJCSM 6510.01B, Verizon’s Incident Classifica-
tion Patterns, and CISA’s US-CERT Federal Incident Notification Guide-
lines. These schema are some of the few that are publicly available and
have internet access but also benefit from their hosting organization’s size.
Exercising these schemas should result in a relatively sizable impact on the
research findings based on the number of systems and frequency of reporting
each of these organizations likely participate in. A challenge within this re-
search area is finding a categorization schema that is publicly available and
not customized to the individual organization. Still, these three organiza-
tions are likely large and mature enough to ascertain relevant insights from
their event/incident categories.

Within the Department of Defense, CJCSM 6510.01B is the governance
document for incident handling, major processes, and hierarchical report-
ing of cyber incidents within the entirety of the DoD Information Network
(DODIN). It documents the workflow for incident reporting and response and
inter-departmental relationships for information sharing and reporting. Most
importantly and relevantly, however, is that CJCSM 6510.01B defines the 9
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incident categories all reported cyber events must fall into to be reported to
USCYBERCOM. These 9 categories are numerical, each corresponding to a
specific incident behavior. Notably, Root level compromises, User level com-
promises, Unsuccessful Attempts, Denial of Service, Noncompliance activity,
Reconnaissance, Malicious Logic, Explained Activity, and “Investigating” to
denote newly opened events. CJCSM 6510.01B also includes instructions for
incident handling, particularly regarding the shifting of incident categories as
more information is understood [6]. An example scenario, for instance, may
involve an analyst opening a report for “Investigating,” later re-categorizing
it as “Malicious Logic,” before eventually labeling it as “Root Level Com-
promise” to complete the incident handling workflow. The latest iteration
of CJCSM 6510.01B was released in 2012 and is still in use by Defensive
Cyber Operations (DCO) analysts and operators to this day across the DoD.
An initial review of these incident categorizations suggests opportunities for
analyst confusion and multiple interpretations of definitions. For instance,
“Malicious Logic” as an incident category may or may not also involve “User
Level Intrusion,” and a number of different hacking attacks may appropri-
ately align to either or both categories. Should this opportunity for multiple
categorizations bear out within the assessment, it should make for a particu-
larly valuable finding for this particular framework, if not large. The various
CJCSM6510.01B [6] event/incident categories are summarized in Table A.8
(see Appendix A).

Verizon’s Security Operations Center is extremely large, considering its
position as an Internet Service Provider (ISP). It provides a unique look into
an extremely large data set that is publicly available and published annually
in its Data Breach Investigations Report (DBIR) [8]. This public disclosure
also allows public insight into how Verizon categorizes and sorts its incident
data in a way that can be similarly assessed in this proposed study. These
categories primarily revolve around high-level explanations of the threat land-
scape. It’s also important to note that these categories may change yearly.
Verizon appears to utilize high-level definitions for the attack style. It relies
on 8 category titles, including Social Engineer, Basic Web App Attacks, Sys-
tem Intrusions, Miscellaneous Errors, Privilege Misuse, Lost/Stolen Assets,
Denial of Service, and “Everything Else” [8]. Notably, there is no publicly
available policy for identifying how an activity may be re-labeled, which
may be a challenge within the research. Also, there is no “Investigating”
style status to denote that an event is being analyzed; notionally, all data is
completely analyzed at the time of publication. It is unclear if the schema
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published within their annual DBIR is used within Verizon’s internal security
operation and DCO construct. However, this schema was selected primar-
ily for its simplicity, clarity, and many incidents categorized using it. The
Verizon DBIR [8] incident reporting schema is summarized in Table A.9 (see
Appendix A).

Finally, CISA’s Federal Incident Notification Guidelines [7] provide the
categorization schema for all government agencies (outside of DoD) to re-
port through in accordance with CISA’s federal oversight mandate. This
particular schema is interesting because CISA has the comparatively unique
challenge (compared to other selected schema) in identifying a categorization
scheme that all reporting private industries and government agencies can ad-
here to despite their own individually unique missions, networks, and likely
customized incident reporting formats. As a result, it appears as though
CISA has attempted to require only the most critical of elements in its re-
porting schema. However, it still involves fields that are used for sorting and
categorization. Notably, the primary table within CISA’s schema is “Attack
Vectors Taxonomy,” in which various examples and descriptions are pro-
vided for various named attack vectors. CISA utilizes 9 categories, including
Unknown, Attrition, Web, Email/Phishing, External/Removable Media, Im-
personation/ Spoofing, Improper Usage, Loss or Theft of Equipment, and
“Other.” Indeed, CISA appears to employ several required data fields. Still,
it appears as though “Attack Vectors” appears to exist as the one consistent
mechanism of any sort of simple categorization schema. The Attack Vectors
categories and definitions [7] are summarized in Table A.10 (see Appendix
A).

Each of the selected schemas represents a very large organization with
a robust DCO detection, reporting, and response mechanism, each by the
necessity of its purpose and mission. While follow-on work to this study
will always benefit from the identification and inclusion of more schema, the
currently publicly available labeling frameworks appear to be limited to these
three large organizations.

3.2. The MITRE ATT&CK Framework

Assessing each schema for accuracy and clarity is only as effective as the
data inputs fed into each framework. By extension, the diversity of attack
vectors similarly exercises each schema to its fullest capability, maximiz-
ing opportunities for logic error, interpretation conflicts, and other potential
breakdowns in the provided definitions from each organization. As a result,
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to conduct a comparative analysis of the categorization schema, there is a
need for national cyber incident data to cross-walk the frameworks. MITRE
ATT&CK, or The Adversarial Tactics, Techniques, and Common Knowledge
(MITRE ATT&CK), is a guideline for classifying and describing cyberattacks
and intrusions. It was created by the MITRE Corporation [9] and released
in 2013. As the accepted industry standard for categorizing various types of
cyber events and activities, there are arguably few better options short of a
cyber range exercise for assessing the accuracy and maturity of the schema
as mentioned above from an incident categorization standpoint.

MITRE ATT&CK divides various malicious cyber activities into 14 tech-
nique families, each with as few as 7 or 42 individual techniques known to
be utilized in cyber-attacks [9]. These technique families are defined in Ta-
ble A.11 (see Appendix A). These techniques are typically chained together
into playbooks and can be used to typify and describe various threat actors,
nation-state actors, or other hacking groups [17]. Notionally, any one tech-
nique is detectable, and MITRE similarly documents detection techniques
for each event, if applicable, in a way that a SOC analyst would be able to
reference and mark certain techniques appropriately by name or technique
labeling convention. Essentially, MITRE ATT&CK serves as an attack en-
cyclopedia in which all known techniques used to conduct offensive cyber
activity are sorted, categorized, and documented. [18]

Additionally, many techniques are further contextualized into various sub-
techniques for greater granularity and detail. This study randomly selected
three different attacker techniques from each of the 14 MITRE ATT&CK at-
tack families for diversity in testing. These families include Reconnaissance,
Resource Development, Initial Access, Execution, Persistence, Privilege Es-
calation, Defense Evasion, Credential Access, Discovery, Lateral Movement,
Collection, Command and Control, Exfiltration, and Impact.

3.3. Application of Assessment Cross-Walk

The assessment methodology for the categorization schema revolves around
utilizing each in a notional incident reporting scenario, in which the re-
searcher maps the MITRE ATT&CK technique, based on how MITRE de-
fines it, against the most appropriate category or categories within each or-
ganization’s labeling convention. Fundamentally, the assessment mimics the
decision tree of a SOC analyst functioning in each of these organizations, in
which a detection of the specific ATT&CK technique occurs and is sorted
appropriately based on the definitions of each organization’s categorization
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schema. In other words, the selected techniques will be “filed” as incident
reports and tagged with appropriate incident categories for each schema.
Special consideration will be made for techniques that may not apply to the
definitions of any one incident category, as well as those that may apply to
multiple incident categories, for the purposes of identifying gaps. These tech-
niques will be plotted on each organization’s categorization schema matrix
(see Section 4 ) by cross-referencing the ATT&CK definition with the most
closely aligning category or categories for each organization.

The end-state of this phase is to have multiple categorization schema
matrices completed with various MITRE ATT&CK techniques recorded and
plotted appropriately against predefined incident categories for each of the
three organizational taxonomies. To provide a notional example, a detec-
tion of the MITRE ATT&CK technique of “Access Token Manipulation”
would result in an incident category of “CAT1 - Root level Compromise” for
DoD, “System Intrusion” for Verizon, and “Unknown” for CISA within each
of their incident categorization schema. Since this is a technique within the
“Privilege Escalation” ATT&CK family, it would result in compromise at the
network level, which aligns with the appropriate definitions for Verizon and
DoD. Still, the initial attack vector is not identified for US-CERT’s reliance
on the “Attack Vector,” which results in these categorizations respectively.
Broadening the scope, this would then be applied to selected ATT&CK fami-
lies and techniques across the entire ATT&CK framework for the purposes of
wider and more robust data collection of categorization accuracy and efficacy.

Sub-technique selection was a matter of balancing data diversity with
available time. Upon cursory review of the MITRE ATT&CK sub-techniques
in totality, it was identified that different values had significantly different
“Procedure Examples” attached to each data record. Procedure examples are
documented real-world instances of the sub-technique as observed in tech-
nical writeups, articles, or breakdowns of offensive activity [19]. The initial
selection consisted of the top 3 sub-techniques with the most procedural ex-
amples per each parent technique. This was intended to represent the most
commonly observed Sub-techniques in a typical operating environment based
on the amount of available documentation on each sub-technique [17]. The
total was later doubled to the top 6 sub-techniques to adequately increase
diversity in the assessment data set.

Overall, 84 total techniques spread across all 14 ATT&CK families (6 per
family) were selected. During the midpoint assessment period, 42 techniques
were identified with evidence of insightful clustering of incident labels sur-
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rounding certain techniques, both vertically and horizontally. Vertical clus-
tering suggests multiple categories within a taxonomy apply to the given ob-
served event, which suggests duplication and redundancy, which is a negative
trait considering how this would result in confusion from the filing analyst.
Horizontal clustering was considered a positive trait, indicating consistent
definitions applying to multiple observed events within an attack path. In
other words, the category is well defined if multiple actions within a “System
Intrusion” could accurately result in a consistent “System Intrusion” label.

3.4. Analysis Phase

Following the Assessment Cross-Walk, pattern analysis, primarily through
clustering, was employed to derive insights into any strengths and weaknesses
of each respective categorization taxonomy. It was postulated that consis-
tent gaps in category definitions would be identified due to this clustering,
particularly if partially effective or incomplete definitions existed for the tech-
niques “detected.” For instance, by limiting initial categorization to “Attack
Vector,” such as in the case of US-CERT, actions detected further down the
cyber kill chain would need to be sorted as “Unknown” as it was not im-
mediately apparent how initial access into the network was accomplished by
the notional attacker. Similarly, another expected result was that simplicity
would be the preferred tactic for initial categorization, such as in the case of
Verizon’s simple “System Intrusion” category, which does not discriminate
based on granular details of the detected technique and labels the action
as an “intrusion” without much more description. This also suggests overly
descriptive detail can confuse the part of the filing analyst, where multi-
ple categories of the incident may apply to an individual technique, such
as in the case of the DoD CJCSM 6510.01B guidance. Specifically, from a
technical standpoint, a detected technique may be accurately categorized as
“Malicious Logic” and “User Level Intrusion,” which results in confusion in
definition interpretation and would notionally lead to inaccurate data sets
depending on the opinion of the individual analyst.

Finally, the findings portion of the study will concentrate on categoriza-
tion best practices and recommendations for accurate reporting in any cat-
egorization schema. Ideally, findings would be robust enough to provide a
new and improved notional categorization schema for any organization mov-
ing forward. The intent of the study ultimately is to identify the best ways to
provide a quick and summative term or definition of a cyber event that accu-
rately typifies the observed technique for the purposes of accurate reporting,
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retrospective data analysis of incident statistics, and guidelines for curating
a comprehensive data-set of recorded cyber incidents that can be utilized
for other business purposes. This would include many use cases, investment
in additional detection technologies, human resource allocation, etc. Out of
each of these three large organizations’ categorization schema, best practices,
and recommendations should be able to be identified that would notionally
feed recommendations for improvements or a new consistent and uniform
categorization taxonomy outright.

3.5. Limitations to this Approach

The limitation to this assessment approach is that it is extremely sub-
jective, prone to researcher bias and potential error. However, the suspected
ambiguity in how the subject organizations categorize their cyber incidents
is similarly just as subjective, relying on the judgment of individual analysts
working within their SOCs. Assuming the provided incident category defini-
tions are the measure for which an analyst judges an observed event and no
other unpublished guidance within each organization exists, the categoriza-
tion ambiguity is quickly apparent without any in-depth assessment. The
cursory review would suggest that any number of techniques, when observed
by a filing SOC analyst, would result in confusion and ambiguity as the an-
alyst forces unique events into imperfect category descriptors. Thus, this
assessment attempts to simulate a “day in the life” of a typical SOC analyst
working within all of these organizations, categorizing incidents as they are
observed in logs and artifacts. Future work utilizing large sets of test users to
cluster categorization trends further would likely strengthen this argument
since it is highly suspected that categorization ambiguity will still occur.

The assessment was conducted by one of the authors, a SOC analyst
with 15 years of experience working entirely within 24/7 Federal and DoD
SOC environments, in which he observed, reported, and responded to in-
cidents within 2 of the 3 assessed frameworks. This assessment was then
peer-reviewed and approved by a senior colleague, a SOC analyst with 23
years of experience entirely within the same environments. Categorizations
were determined by analyzing the sub-technique’s definition and applying all
relevant and possible organizational categorizations to them, even if overlap
existed, per the definition provided by each organization. For example, if
little definitional difference existed between what constitutes a DoD rating
for “CAT2” vs. “CAT7” via the assessed sub-technique, both were selected.
Similarly, if the schema had little relational relevance to the sub-technique in
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question, such as much of CISA/US-CERTs schema regarding Attack Vector,
all possible iterations of how that sub-technique could have been observed
were selected or were labeled ”Unknown” if all possible attack vectors could
logically lead to the assessed sub-technique eventually occurring.

As aforementioned and later, these frameworks and the resulting pro-
posed taxonomy are currently being assessed within an operational Federal
SOC. This is intended to address the aforementioned limitation regarding
researcher bias and test user population. This is currently ongoing and is
suspected to be met with substantial time delay as it is not only completed
but also must undergo an information security review before it is approved
for any public dissemination. Future work is planned to document this as-
sessment and follow up on this research.

4. Findings and Results

In this section, some important key findings and results are described.
In the first phase of this study, 42 techniques were selected, three from each
of the 14 ATT&CK families, for the purposes of diversity in testing that
spans across all steps of the cyber kill chain. During the assessment map-
ping, the detected technique was identified and assumed “detected” by a
notional cyber analyst and filed according to each of the selected organiza-
tion’s most appropriate cyber incident category labels or labels. To mimic a
true operational environment most closely, each technique was assumed to be
detected accurately and individually. While it is likely that any individually
detected technique would logically result in a follow-on retrospective anal-
ysis of surrounding events by a competent analyst, for the purposes of this
study, the assumption is that the detection would be filed immediately (and
subsequently labeled immediately) to hit key performance indicators (KPIs)
and required reporting time constraints. This generally aligns with the re-
quired timelines within most incident reporting frameworks, specifically the
general guidance that a report should be filed as quickly as possible with the
intention that additional information will be added as it is identified.

4.1. Reconnaissance

Moving through each ATT&CK family [9], the first phase is Reconnais-
sance, which consists of techniques that involve adversaries actively or pas-
sively gathering information that can be used to support targeting. This can
include vulnerability scanning, searching the internet for access points or
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Table 1: Reconnaissance, Initial Access, and Execution.
Reconnaissance Initial Access Execution
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Unknown X X X X X X X X X X X X X
Attrition
Web X X X X X X X X X X X X X
Email/Phishing X X X X X
External/Removable Media X X
Impersonation/Spoofing X X X X X X
Improper Usage X
Loss or Theft of Equipment X
Other X X X X X

D
O
D

C
J
C
S
M

65
10
.0
1B

CAT-1 Root Level Intrusion X X X X X X X X X X X X
CAT-2 User Level Intrusion X X X X X X X X X X X X
CAT-3 Unsuccessful Activity
CAT-4 Denial of Service
CAT-5 Non-Compliance Activity X X
CAT-6 Reconnaissance X X X X X X
CAT-7 Malicious Logic X X X X X X X X X X X X
CAT-8 Investigating
CAT-9 Explained Activity

V
er
iz
on

D
B
IR

Basic Web Application Attacks X X X
Denial of Service
Lost and Stolen Assets X
Miscellaneous Errors
Privilege Misuse X
Social Engineering X X
System Intrusion X X X X X X X X X X X X
Everything Else X X X X X X

leaked credentials, or profiling potential targets and their infrastructure. As
shown in Table 1, immediately apparent is how DoD specifically quantifies
this activity with its incident category (CAT-6 Reconnaissance). In contrast,
CISA/US-CERT relies on labeling by Attack Vector, and Verizon does not
seem to consider this activity an incident at all.

4.2. Resource Development

Along those same lines, the ATT&CK family of “Resource Development,”
or techniques that involve adversaries creating, purchasing, or compromis-
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ing/stealing resources that can be used to support targeting. Since this
involves weaponization and staging of attack infrastructure, it appears as
if none of the organizations specifically identify this activity as “incident
worthy,” and none of the selected techniques explicitly map to any category
definitions for any organization. This is likely because this stage involves no
active interaction with the organization’s network and is not considered an
“active attack.” MITRE even categorizes each of these technique families as
“PRE-attack” within multiple fields of its data set, including the “Mitiga-
tion” field and “Platform” field.

4.3. Initial Access

As anticipated, “Initial Access” yielded the most variation in categoriza-
tion clustering, particularly within the CISA/US-CERT construct, primarily
due to its concentration on “Attack Vector” as its primary categorization
mechanism. As shown in Table 1, Initial Access consists of techniques that
use various entry vectors to gain their initial foothold within a network. Tech-
niques such as Drive-By Compromise, Exploitation of Public-Facing Web
Servers, and Phishing all involve various Attack Vectors depending on how
the technique is deployed against a target network. While this works par-
ticularly well for the CISA/US-CERT construct, first signs of interpretive
confusion are apparent within the DoD labeling scheme, as any individual
technique could be labeled “CAT-7 Malicious Logic” (“Installation of soft-
ware designed and/or deployed by adversaries with malicious intentions to
gain access to resources or information without the consent or knowledge of
the user [6]” but also “User Level” or “Root Level” compromise simultane-
ously. Similar clustering exists within the Verizon construct as well, as this
activity could be identified as a “System Intrusion” simultaneously with a
“Basic Web Application Attack” or “Social Engineering,” depending on the
nature of the technique. However, this does not appear to be a case of over-
lapping definitions so much as a mechanism to differentiate between different
Initial Access techniques. For instance, phishing delivering malware success-
fully would be identified as a “System Intrusion,” phishing impersonation
fooling a user into divulging credentials would be notionally labeled “Social
Engineering.”

4.4. Execution

The ATT&CK family “Execution” (see Table 1) consists of techniques
that result in adversary-controlled code running on a local or remote system.
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Techniques that run malicious code are often paired with techniques from all
other tactics to achieve broader goals, like exploring a network or stealing
data. Each organization’s labeling schema appears to have the same clus-
tering dependent on the specific technique deployed. Within this ATT&CK
family, the attack vector may differ, as Execution is essentially the logical
simultaneous step as Initial Access. In other words, successful malware de-
livery via phishing would immediately result in User Execution of malicious
code in the case of CISA/US-CERT. Definition overlap appears to persist
within the DoD construct, as the CAT-1/2/7 definitions appear to apply to
all of the listed techniques, resulting in further data inaccuracy and analyst
confusion. Notably, the Verizon construct appears to begin its trend that is
continued throughout the other ATT&CK families, where categories begin
to divulge into a single “System Intrusion” label consistently. This may be
a positive or negative trait for usability, pending additional analysis.

4.5. Consistency Amongst the Remaining Families

From here, the remaining ATT&CK families appear to result in consoli-
dation in categorization across all three organizations’ categorization schema
without significant variation (see Tables 2, 3, and 4, respectively). In this
portion of the cyber kill chain, the attacker is already on the network, and
detections would similarly align to catching an adversary executing activities
within the target infrastructure. As a result, the consolidation of categories
and subsequent horizontal clustering makes sense, as there is less diversity
in interpretation regarding what exactly is happening within an individually
detected technique. Notably, detecting these techniques so far down the cy-
ber kill chain seems to bypass the CISA/US-CERT categorization scheme
entirely, as the attack vector at this point of an intrusion would be entirely
unknown. An analyst would then have to work backward to identify where
initial access occurred and subsequently identify an initial attack vector.
DoD categorization remains consistently overlapped, as the CAT-1/2/7 issue
persists, wherein an analyst can technically provide an accurate categoriza-
tion using any of these labels mentioned above. As noted, individually, this
is likely not problematic. Still, given a large data set of incidents, it would
potentially result in the same techniques being categorized differently de-
pending on the event and the filing analyst, which is an issue for maintaining
an accurate data set. Verizon’s construct defaults to “System Intrusion”
for nearly the entirety of the remaining listed techniques, which is indeed
accurate. However, further analysis is needed to determine if this simplis-
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tic approach is preferred or if additional categories that typify the activity
result in a more accurate categorization scheme. This cluster patterning
across each organization is also notable, as it appears to provide consistent
findings for the remainder of the techniques within the cyber kill chain that
will likely provide best practices or recommendations for improvement when
the analysis is completed.

4.6. Expanding the Sample Size

Within the second evaluation phase, 3 additional techniques were added
to every family to increase the detail of the data set and effectively double
the size of sample events for assessment. This increased the number of sam-
pling events to 86, with 6 per each of the 14 technique families. This was
primarily done to provide greater variation to the data set to rule out any
potential for false positive trending via coincidental correlation of event clus-
ters. This did not prove easy to select variations of techniques, considering
that the techniques were sorted into higher summations of technique families,
so these events are highly similar. That said, effectively doubling the data
set’s size further strengthened the identified findings. Additional techniques
aligned almost entirely with expectations developed via earlier evaluations.
No significant deviations from preexisting clusters surfaced, suggesting that
the current findings sustained further evaluation. Generally speaking, verti-
cal clustering remained consistent within the wider Technique Families, such
as Initial Access. Horizontal clustering across multiple Technique Families
again supported the assertion that the categorization label was sufficiently
accurate.

As a concluding note, 566 techniques and sub-techniques are defined in
MITRE ATT&CK [9]. The evaluation was limited to techniques only; log-
ically, sub-technique filings would be similarly categorized as their parent
technique. However, further evaluation of all 566 techniques is possible and
probably valuable, and future work could concentrate on adding additional
techniques and sub-techniques to the mapping. Current findings suggest
that there will likely not be a significant deviation from the current findings,
but this was not confirmed within the scope of this research. Expanding
to more techniques and adding additional incident reporting taxonomies to
the assessment are recommended. Finally, we also recommend that any new
incident taxonomy be evaluated against the MITRE ATT&CK techniques,
as it appears that the model is sound and adequately assesses an incident
taxonomy to sufficient tests of accuracy, efficiency, and efficacy controls.

19



5. Analysis and Interpretation

Analyzing the findings reveals many insights about each of the evaluated
incident taxonomies that can assist in modernizing each of the schemas or
developing a new schema outright. At a high level, while some taxonomies
appeared to perform better in assessment than others regarding potential
redundancies in categorization that would lead to mislabeling or analyst
confusion, it is notable that all three schemas did experience some redun-
dant labeling, indicating no taxonomy perfectly performed when assigning
single categories to each of the assessed techniques. For instance, the Re-
source Development technique family was not adequately categorized by any
of the evaluated taxonomies. An important caveat also worth highlighting
is that the duplication of categorization is not specifically an indication of
poor category definitions or multiple interpretations but is highly situational
depending on the context of how the technique would be notionally applied
in an attack path. For instance, “User Execution” is defined by MITRE
ATT&CK as an “Execution” technique, resulting in a number of duplicative
categorizations across all taxonomies, but this is not only possible due to in-
efficiencies in said taxonomies. “User Execution” as a technique may involve
a user clicking a link in a phishing email, coerced into executing via social
engineering or a web application attack, depending on the nature of the at-
tack path used by an adversary. To assist in further analysis, the findings
of this taxonomy cross-walk have been sorted into a number of key findings,
presented here:

5.1. Overly Specific or Focused Category Conventions

In general, it appears that any incident taxonomy should not attempt to
classify an incident by a single event within the wider context of said incident.
This is most apparent in the CISA/US-CERT taxonomy, where “Attack Vec-
tor” is a single step in the wider attack path. SOCs attempting to categorize
incidents later on in the kill chain are forced to categorize the incident as
“Unknown” until sufficient timelines are built out wherein relabeling by the
correct Attack Vector can occur. In other words, limiting categorizations
to a portion of the wider kill chain virtually guarantees that certain actions
are “Unknown” depending on where in the attack path the compromise is
first detected. For example, should a SOC analyst detect exfiltration of a
network share drive to external adversary-controlled infrastructure, there is
significant analysis work to be completed before the SOC can confidently
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report where the initial access and initial attack even occurred. Considering
an incident investigation can take hours, days, and sometimes weeks, this
would mean that the incident category remains “Unknown” for an inefficient
and unacceptable amount of time.

This is arguably less severe but still as prevalent within the DoD CJCSM
6510.01B construct, as a detected event may not necessarily immediately re-
veal whether the wider incident involves a “User-Level Compromise” or the
notionally more severe “Root Level Compromise.” For instance, if a SOC de-
tects “Command & Control” activity emanating from a laptop to adversary
infrastructure, it will not be immediately clear whether the compromised
account is at the user or administrator level, but reporting time constraints
remain. Left to interpretation, some sub-organizations may elect to report
as a user-level compromise until it can be confirmed that the root level is
achieved. Other sub-organizations may elect to assume root level until dis-
proven. This lack of clarity and accompanying ambiguity is problematic
for a top-level organization receiving these reports with limited resources to
dedicate to competing incident priorities.

5.2. Duplicating / Conflicting Category Definitions

Likewise, lack of clarity in categorization definitions or overlap in defini-
tions should be avoided, as demonstrated in the vertical clustering apparent
in the DoD CJCSM 6510.01B labeling. In addition to the ambiguity caused
by a lack of confirmation over a root vs. user-level compromise, the addition
of CAT-7 Malicious Logic provides rampant instances of duplicate technically
accurate categorizations. While CAT-1 Root Level Compromise and CAT-
2 User Level Compromise are relatively self-evident, to reiterate, a CAT-7
Malicious Logic is defined as, Installation of software designed and/or de-
ployed by adversaries with malicious intentions to gain access to resources
or information without the consent or knowledge of the user. This only in-
cludes malicious code that does not provide interactive remote control of the
compromised IS. Malicious code that has allowed interactive access should be
categorized as Category 1 or Category 2 incidents, not Category 7 [6].

While the primary caveat within this definition is the requirement that
the identified malicious code does not provide interactive remote control of
the system, again, this is a time and detection-dependent detail that a SOC
may not have identified at the time of initial alerting. As a result, this adds an
additional layer of ambiguity to the DoD model, as made evident in the cross-
walk, as nearly all steps post-Initial Access within MITRE ATT&CK could
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feasibly be a CAT-1, CAT-2 or a CAT-7 (or none of the above) depending
on interpretation and the details available at the time of the defect.

Ambiguity and overlap in definitions exist within the CISA/US-CERT
and Verizon taxonomies. For CISA, common attack use cases exist where an
attacker may impersonate a legitimate user or service in a phishing email, co-
ercing a user to navigate to a hostile web page. As an attack vector, this use-
case is feasibly categorized as “Web” for the hostile link, “Email/Phishing”
for the delivery of the link via email, or “Impersonation/Spoofing” since the
attacker posed as a legitimate user or service. For Verizon, similarly, in a
use-case in which a user receives a malicious email and installs a rootkit, the
initial detection may be labeled as “Social Engineering” for the phishing or
as “System Intrusion” for the rootkit installation. This finding appears most
frequently in the Initial Access and Execution ATT&CK technique families,
presumably because all three assessed taxonomies exhibit the most definition
ambiguity within this section.

Presumably, variations exist in this portion of the attack path because,
logically, this is where most variation in detection occurs. Namely, once
an attacker has compromised a system, it’s relatively simple to label the
incident an “Intrusion,” as DoD and Verizon do within their taxonomies.
Variation at the Initial Access and Execution levels presupposes that inci-
dents are primarily detected at this portion of the kill chain, which may be
idealistic and misguided. As a result, we recommend that CISA/US-CERT
relegate the Attack Vector categorization as a secondary field and concep-
tualize a better mechanism for categorizing incidents, given the breadth of
“Unknown” labels that exist across the majority of the cyber kill chain. A
potential recommendation for categorization schema may be to utilize the
Verizon “System Intrusion” mechanism with a subcategorization that specif-
ically labels the ATT&CK family/technique to granularize further and typify
the detected activity.

5.3. User vs. Admin Level Compromise

One noted strength of the taxonomy previously discussed is the explicit
differentiation between User-level compromise and Root-level compromise as
defined by DoD. This may seem contradictory, as it was highlighted as an
ambiguous weakness in prior sections. Still, it bares clarifying that if this
level of detail is available, it is indeed a strength to be able to report the
privilege level of the compromise. Thus, the ambiguity mentioned above
results from timing and circumstance for the individually filed report and
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is not necessarily a poor choice to pursue outright. The ability to quickly
identify the credential level of a compromise at a glance is arguably useful.
For governing organizations like USCYBERCOM, which would receive these
incidents, the top-level categorization scheme immediately communicates the
priority level, which informs decisions regarding resources, response levels,
etc. For internal stakeholders and management, this top-level categorization
quickly answers questions surrounding whether the incident has compromised
the entire network or if a single system can be quarantined and handled.
These are critical differences that exponentially adjust the reactive severity
level.

This presents a challenge, considering prior findings regarding adequately
selecting a categorization label if the required information is not yet iden-
tified. Essentially, in removing the data field from the context of incident
taxonomy, the requirement appears to be a need to know the credential level
of compromise (user vs. root) as soon as possible. There is little doubt re-
garding the importance of having this information as soon as it is identified,
but communicating it via the incident category is untenable and finding de-
pendent. Thus, we recommend a more generalized labeling scheme, such as
Verizon’s generic “System Intrusion,” with an additional field denoting the
level of compromise that can be submitted as soon as this level of detail is
known.

5.4. Pre-Attack vs Post-Attack

Another core insight is specific to differentiating between events that
constitute “pre-attack adversary activity” and “post-attack adversary ac-
tivity.” MITRE ATT&CK distinguishes this split relatively simply within
its “Mitigation” and “Platform” fields across the framework. Each of these
fields labels certain Technique Families as “Pre-Attack” and includes “Re-
connaissance” and “Resource Development.” Predictably, two of the three
taxonomies (CISA and Verizon) do not adequately map to any techniques
found in these technique families. This is sensible, as one would question
why cyber incident categorizations exist for activity that is not specifically
regarded as a “cyber incident.” This is visible within the assessment tables,
notably in Table 1, where “Resource Development” was unable to be mapped
due to null results, “Reconnaissance” has differing results for CISA depend-
ing on the technique, and Verizon lists all events as “Everything Else.”

However, DoD differs from the other two taxonomies in this regard be-
cause it has a specific incident category dedicated to “Reconnaissance” (CAT-
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6). In practice, this likely has limited success from a detection standpoint,
as only “Active Scanning” and similar detectable techniques would be iden-
tified. Presumably, it is virtually impossible to identify adversary activ-
ity from legitimate activity for the technique “Search Open Websites,” for
example. Despite this technical shortcoming, DoD finds enough value in
categorizing Reconnaissance attempts against its networks and assets that
it has established a stand-alone category. Arguably, given a large enough
data set coupled with additional inputs such as potential attributions and
threat intelligence, this data category is likely valuable as a means of identi-
fying potential future attacks and adversary targeting action. Differentiating
this family of techniques from “system intrusion” related events is similarly
logical. If an organization is interested in tracking this level of activity, a
stand-alone category is likely the best option to do so.

About “Resource Development,” from an event detection standpoint,
there is likely very little opportunity or value-add in attempting to catego-
rize this technique family. Per MITRE ATT&CK [9], resource development
consists of techniques that involve adversaries creating, purchasing, or com-
promising/stealing resources that can be used to support targeting. Such
resources include infrastructure, accounts, or capabilities. These resources
can be leveraged by the adversary to aid in other phases of the adversary
lifecycle, such as using purchased domains to support Command and Con-
trol, email accounts for phishing as a part of Initial Access, or stealing code
signing certificates to help with Defense Evasion. In plain terms, this tech-
nique family refers to steps an adversary can take to prepare infrastructure
set up adjacent accounts for potential impersonation, stage capabilities for
later use, etc.

Since the adversary is not specifically attacking or even “touching” the
target network during the stage of the attack path, there is very little op-
portunity to detect these events or if categorization is even appropriate. In-
deed, the presence of adversary infrastructure or actions as a potential threat
vector aligns very accurately with what “Cyber Threat Intelligence” is in-
tended. NIST 800-150 [16] defines this as “Threat information that has
been aggregated, transformed, analyzed, interpreted, or enriched to provide
the necessary context for decision-making processes.” Information surround-
ing adversary infrastructure, preferred capabilities, and various machinations
occurring before an attack’s inception is arguably a firm candidate for what
constitutes “Threat Intelligence” and should be regarded as such. As a result,
we recommend specifically categorizing any Resource Development activity
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via threat intelligence processes and not within any incident reporting pro-
cess.

5.5. Category Swaps Appear to Come With Challenges

Within the guidance provided for CISA and DoD’s taxonomies, special
consideration is made for the potential need to update an incident report
record, re-categorizing it as appropriate if new information comes to light
or if errors are made. This is most evident in CISA’s “Unknown” category
and its potential to move to any other category and within DoD as the more
ambiguous “CAT-8: Investigating” category, which is designed to be the
transitive state that a record exists in before a more appropriate category can
be named. Within DoD, a CAT-8 can move to any other incident category,
or if deemed benign or a false positive, can be moved to “CAT-9: Explained
Activity”. This approach appears functional, treats the incident record as a
living data record, and allows for flexibility in the incident handling process.

That said, unless very robust versioning strategies are being utilized
within the database, top-level recategorization (outside of a simple “true”
to “false” positive correction) appears messy if organizations wish to ever
retrospectively review how incidents are iteratively handled, as the last cat-
egorization is the “final say” so to speak. In other words, in taxonomies
such as DoD and Verizon, context is lost if an incident record initially starts
as a “CAT-7 Malicious Logic” for DoD or “Basic Web Application Attack”
for Verizon and eventually moves to a category more severe. It is retro-
spectively insightful to know if analysts originally identified an event as a
certain category and if new information updates the most accurate category
for the representative incident. Once again, relegating this specific classifi-
cation of information to another data field is likely preferred, to the point
where a ranked system of categorization is the most preferred mechanism of
classifying these various data fields.

5.6. Generalized Labels are More Adaptable

Considering the findings and recommendations thus far, it is becoming
increasingly apparent that the more generic the category is, the more adapt-
able and flexible it is. In truth, following the Execution phase within MITRE
ATT&CK, it appears largely dependent on organizational preference regard-
ing the level of detail required for the incident category. Regardless of what
additional detail an organization would prefer to provide at the top-level cate-
gory, the event post-execution is still a “System Intrusion” through the attack
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path to the culmination of “Exfiltration” and “Impact,” to use Verizon’s par-
lance. As a result, keeping the categorization as simple as possible yields the
most adaptability and accuracy throughout the incident handling process,
with minimal top-level recategorizations occurring. Granted, redundancy
exists within the Verizon schema, particularly with clustering surrounding
“Basic Web Application Attacks” and “Social Engineering.” However, these
appear to exist primarily within the “Initial Access” technique family and
subsequently suffer from the same ambiguity here as CISA’s schema.

In truth, it appears as if “System Intrusion” is the most accurate cat-
egory regarding successful attacks. Any other categorizations that charac-
terize the attack vector specifically or other explicit steps within an attack
encounter opportunities for ambiguity or overlap in definition interpretation.
A more binary approach is preferred, focusing on whether or not the inci-
dent occurred, without muddying the categorization scheme with additional
extraneous details.

5.7. Key Finding

Overall, in all assessed taxonomies, there appears to be some conflation
between “tactical facts” as a function of incident response and “overarching
assessments” as a function of threat intelligence. “Overarching Assessments”
define the activity in totality, but this requires understanding all steps in the
attack path before an accurate label can be applied. “Tactical Facts” refers
to a point-in-time identification of a trait within the larger attack path. Since
an attack is iterative and multi-step, a static label cannot be applied if the
activity detected by an analyst is not within the identified phase of the attack,
such as the use-case where “Lateral Movement” detection would result in an
“Unknown” label for CISA/US-CERT, as Lateral Movement is further down
the kill-chain. Some schema takes this into account, demanding updates to
categorization as new information is obtained. It is not immediately clear
when a “Basic Web Application Attack” becomes a “System Intrusion” in
the Verizon construct, but a “CAT-8 Investigating” in the DoD construct
easily moves to another category as the event is investigated. However, if an
organization values the collection of metrics on initial detections, a change
in category inhibits that ability unless versioning is applied to the record.

Thus, there appears to be inhibitive ambiguity surrounding the intent
of the top-level categorization taxonomy that is likely dependent on the or-
ganization’s priorities. CISA prioritizes the attack vector of an attack, but
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this negatively impacts the speed at which reports are communicated un-
less it is acceptable to label all incidents as “Unknown.” Verizon utilizes a
generic labeling scheme that yields flexibility for all detected activity (with
a few contradictory exceptions). Still, some value appears lost if definitions
are too high-level, such as the ability to differentiate between a user-level
and root-level compromise. DoD appears to attempt to accomplish both at
once, but as a result, contradictions in categorizations exist throughout the
taxonomy. Any improvements to existing taxonomies or proposals for new
taxonomies should consider these insights during modeling and development.

6. The Proposed Taxonomy for Cyber Incidents

This section specifically seeks opportunities for the practical application
of the insights derived from this study. Considering the above, there is po-
tential for a simple top-level taxonomy schema that avoids any potential
duplication of incident categorization, minimizes the opportunity to label
any top-level incident as “Unknown,” and improves on the overarching accu-
racy and efficiency in declaring and naming an incident with a concise label
name. The intent in conceptualizing a new schema is to provide an open
and publicly available taxonomy that is effective and efficient for the wider
cyber defense community. As mentioned, limited taxonomies were available
for study within this work, likely because many organizations use their inter-
nal processes with no inherent responsibility to publicize them. We propose
UCIT as a potential universal standard for the wider benefit of the commu-
nity.

6.1. Consolidating Insights from the Evaluation

To reiterate, the primary challenge is developing a new cyber incident
taxonomy. There appear to be contradictory requirements in question, both
entirely legitimate but seemingly at odds with each other, resulting in am-
biguity, inefficiency, and definition overlap. Namely, one use-case treats all
incident reports as concluded retrospective timelines of past events, which in-
cludes all available technical context. In this regard, an incident report is an
“overarching assessment” of the individual events within an attack path that
make up the cyber incident. This use case is at odds with incident reporting
as a rapid notification system, in which “tactical facts” are reported as they
become known. In other words, there is inherent value in having the ability
to look back at past cyber incidents and quickly derive an understanding of
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what occurred by reading the top-level categorization provided. Likewise,
however, there is inherent value in providing a categorization schema to a
responding organization to quickly and accurately communicate what they
are observing without confusion or uncertainty on the part of any associated
stakeholder audience.

Thus, the persistent challenge for all organizations is balancing these
competing priorities, considering both are seemingly valid and legitimate
needs for the operation. At its core, extremely generalized labeling appears
to be the most accurate and pragmatic approach for incident reports as
tactical facts. However, these generalizations do not provide rapid detail
insights at a glance into how some more contextual incident report category
labels achieve, which is to the benefit of the retrospective. Attempts to bridge
the gap within the same data field appear to result in filing confusion and
indistinct definitions, leading to duplication and conflicting interpretation.
Finally, there appears to be no discernible reason why these single data fields
require all of this extra contextual information when multi-field sorting and
searching is relatively simple to implement and can lead to wider degrees of
accuracy.

6.2. Linnaean Taxonomy as a Model

Carl Linnaeus was a Swedish botanist, zoologist, taxonomist, and physi-
cian who formalized binomial nomenclature, the modern system of naming
organisms, and is considered the father of modern taxonomy. Subsequently,
Linnaean Taxonomy [20] is the rank-based classification of organisms or
rank-based scientific classification that refers to the mechanism for classi-
fying groups of biological organisms. Current iterations of the taxonomy
include the ranks of domain, kingdom, phylum, class, order, family, genus,
and species. Groups of a given rank can be aggregated to form a more inclu-
sive group of higher rank, thus creating a taxonomic hierarchy. Simply put,
this is a system of categorizing information at varying altitudes of description
for the purposes of organizing biological organisms into a ranked hierarchy
for clean classifications and sorting of relationships.

Based on the findings of this study, particularly open discussion surround-
ing the right level of detail in a top-level categorization as well as some of the
imperfect ambiguity that comes from attempting to utilize a single data level
for multiple purposes, a rank-based taxonomy model similar to that of [20]
will potentially address all findings. While biological taxonomy currently has
8 ranks in the hierarchy, an eight-field description is probably infeasible for a
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quick one-line synopsis of a cyber incident. However, utilizing a system such
as binomial nomenclature or trinomial nomenclature may be more palatable
to a stakeholder audience seeking quick insight into the context of a reported
cyber event. This would allow for a highly modular taxonomy that can be
added depending on the level of detail required by the filing or receiving or-
ganization. Additionally, this appears to solve the issue surrounding varying
levels of detail adequately. Much like [9] for ranking biological organisms,
utilizing such an approach for cyber incidents allows for the top rank of the
hierarchy to be universal enough to satisfy adaptability and flexibility needs,
with iteratively more detail as the additional ranks in the hierarchy being
populated.

However, Linnaean taxonomy is still just a standard taxonomy like any
other. The specific usage of Linnaean as a model refers to the specific bino-
mial or trinomial nomenclature in order to fully describe an observed incident
succinctly in a “one-liner” for reporting purposes as well as retrospective sta-
tistical metrics gathering. The distinction made between standard taxonomy
and Linnaean is the specific tendency within Linnaean taxonomies to utilize
”Genus-Species” as the common nomenclature for communication. The iden-
tified common weakness in the assessed organizational schema was the ten-
dency to attempt to describe an observed cyber incident via a single word or
phrase, which resulted in ambiguity, overlap, and potential confusion at the
organizational level. A proposed taxonomy might utilize the corresponding
“Genus” descriptor as a means of categorizing an event as generally as pos-
sible, followed by a “Species” descriptor that more accurately describes the
observed event. For example, if the observed event is an attempted “System
Compromise,” this could refer to any number of offensive techniques, while
a “Driveby Compromise” would adequately describe exactly what was first
observed. When described binomially, “System Compromise – Driveby Com-
promise” categorizes the top-level attempt generally, with the added detail of
exactly what was observed that would notionally result in the aforementioned
end-state.

6.3. The Universal Cyber Incident Taxonomy (UCIT)

Our proposed taxonomy, Universal Cyber Incident Taxonomy (UCIT)
(see Table 5), intends to mimic the rank-based hierarchy of the Linnaean
model for biology via aggregating data into groupings of increasing rank.
UCIT intends to adequately summarize all potential observable events within
an adversary’s attack path into incrementally detailed hierarchy levels so that
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a reported cyber incident can rapidly communicate to stakeholders exactly
what it is and what is happening. This is accomplished via a trinomial
nomenclature-styled approach to a naming convention, as shown in Table 5.
This system relies on a simplistic three-part naming scheme as the top-level
categorization framework for any observable event. Namely, the taxonomy
relies on an incident Category (or, what is it?), the initial technique family
detected (or, what did the analyst first observe that resulted in the decision
to report as an incident?), and the currently confirmed level of compromise
(User, Root, or Unknown). Special consideration was made to take advantage
of a horizontal categorization schema to minimize the potential scope creep
via vertical categorizations that were apparent within the various preexisting
assessed frameworks.

UCIT utilizes trinomial nomenclature to quickly typify an incident as an
adversary’s offensive action by simply categorizing it as a “System Intrusion”
along with the Technique Family first observed that triggered subsequent fil-
ing of the incident. This is based on the results of the cross-walk, in which
clustering appeared consistent based on the Technique Family in which the
individually assessed Techniques belong assigned without any apparent devi-
ation from the same techniques within the same technique family. This was
an unanticipated finding during the testing, as it was assumed that newly
defined fields might have to have been developed to account for variations in
detected cyber events. However, once it became clear that techniques served
as a useful way to categorize an event, it became clear that any new taxon-
omy should similarly utilize the ATT&CK framework for observed labeling
activity. After all, this was the intent of ATT&CK’s development. At first,
attempts were made to categorize techniques individually. Still, for a sum-
mative taxonomy, this quickly proved infeasible, as it would expect reporting
SOCs to maintain a database schema with 466 individual techniques. Due to
the lack of variation within the higher-level technique family, this was quickly
identified as a potential candidate for secondary categorization.

6.3.1. The UCIT Schema Explained

In addition, utilizing MITRE ATT&CK’s Technique Family field as a cat-
egorization data field serves to quickly identify where in the incident inves-
tigation timeline the reporting SOC is analyzing events. This subsequently
signals to stakeholders whether the SOC is working “top to bottom” of an
attack path (such as if Initial Access was detected), “bottom to top” (such
as if Command and Control were detected), or “middle-out” (for instance,
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if Lateral Movement was the first detection). This technique rapidly com-
municates what steps still need to be confirmed. The third field, “Level of
Intrusion,” borrows from the identified strength of the DoD framework, in
which Root or User level is confirmed, but allows for added flexibility in
“Unknown” that can be updated later as new information is analyzed. For
example, a cyber incident recorded as System Intrusion – Command and
Control – User would signal that malware emanating Command and Con-
trol traffic out of the network was detected, and stakeholders would quickly
derive that all attack-path steps before and after this event are still being
investigated.

Both Verizon and DoD have standalone categories for Denial of Service
(DoS), which was consolidated along with Reconnaissance (from the DoD
model) into a category dubbed Boundary Activity based on their inherent
similarities. Both of these events do not typically involve an accompanying
“System Intrusion,” so activity that is observed at a network boundary can
be categorized appropriately. The Initial Family Detection of “Reconnais-
sance” or “Impact (Network or Endpoint DoS)” differentiates between the
two, with a Level of Intrusion of “N/A” since a User or Root level compro-
mise would lead to an adequate categorization of “System Intrusion” at the
top-level. As an example, a cyber incident recorded as Boundary Activity
– Reconnaissance – N/A would signal that the reporting SOC has identified
that an entity is a vulnerability scanning its network. This would also allow
for rapid recategorization to Boundary Activity – Impact – N/A if the scan-
ning was significant enough to knock services temporarily offline for a Denial
of Service.

A fourth top-level field of “Report Status” aims to mitigate the top-level
recategorization built into all three taxonomies and should be considered a
relegated secondary field. “Open/Investigating,” “Closed,” “Benign,” and
“Unsuccessful” intend to supplant the recategorization that occurs most ap-
parently in the DoD model with “CAT-3 Unsuccessful Activity”, “CAT-8
Investigating” and “CAT-9 Explained Activity” that would complicate the
retrospective analysis of past events. It is arguably more valuable to collect
past events with what they were initially investigated as only to discover
later they were benign or unsuccessful than it would lose that context upon
top-level recategorization. For instance, a stakeholder seeking to identify the
past year’s investigations involving “Lateral Movement” or to use the DoD
model, all suspected “CAT-2 User Compromises” would need access to all
versioning of the given filed incidents to review this data, as simply pulling
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all “CAT-2s” would only collect successfully confirmed compromises and not
false positives or unsuccessful attempts, due to the subsequent recategoriza-
tion. Attempting to pull “CAT-3s” and “CAT-9s” would also collect all
other previously categorized incidents other than “CAT-2s” without access
to all versions of the database record. Horizontally categorizing this field is
arguably a better data practice and avoids this complication.

“Non-Compliance Activity” was added as a means to account for DoD’s
“CAT-5 Non-Compliance Activity” and Verizon’s “Miscellaneous Errors”
and some use-cases of “Privilege Misuse.” However, these categories are ar-
guably out of scope for this study primarily because they pertain to indi-
vidual and organizational policy violations or misconfigurations. This study
concentrated entirely and explicitly on accurately categorizing offensive cy-
ber actions. It is recommended that if this taxonomy is adopted by any
organization, the secondary field encapsulating MITRE ATT&CK technique
families be customized for subcategories of individual policy violations such
as “PII spillage,” “Poor Security Practice,” etc. Of note, it is debatable as
to whether a Security Operations Center dedicated to detecting hostile, of-
fensive cyber activity should involve itself in policy violations at all. This is
likely organizationally dependent. This category is offered to complete the
UCIT taxonomy and can be applied or disregarded according to individual
organization needs.

Additionally, the performance of CISA/US-CERT’s “Attack Vector” based
taxonomy was disregarded and not included in the UCIT construct. While
the initial Attack Vector is arguably a valuable data field to include in an
incident report’s required fields, it was deemed infeasible to include in any
top-level categorization schema for the reasons outlined in Section V. Notion-
ally, as a SOC completes its investigation into an identified cyber incident,
each step of the attack-path will be labeled and reported appropriately. Still,
for the purposes of the initial notification, this information may not be avail-
able and thus should not be a part of the top-level categorization schema.

6.3.2. Recognizance of ”Point-in-Time” Status

While not included in the UCIT table example, it was later identified that
while a trinomial naming convention would accurately describe an incident
as it was initially reported, the taxonomy lacked a mechanism for accurate
documentation once an incident investigation was completed and closed out.
This was initially deemed out of scope, as without real incident record ex-
amples to utilize, any assessment of cyber incidents in totality would be pure
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conjecture at best. This could be potentially rectified by organizations con-
stantly recategorizing their incident records as new techniques were observed,
but this is simply infeasible and increases confusion, particularly in regard
to how an incident is communicated and reported, considering it would be
regularly changing names. However, this weakness could be rectified by re-
quiring the additional field of “Final Observed Sub-Technique” to illustrate
the incident’s attack path in totality. This would increase the accuracy of
the record in totality as well as provide valuable statistical metrics regarding
trends and averages in observed attack paths and levels of attacker success.
For example, in a notional scenario involving a Drive-by download of mal-
ware resulting in a user-level compromise and deletion of a file system, a
“System Intrusion – Driveby Compromise” incident record would be used to
document investigative steps and would be closed out with the additional
field of “Data Destruction” as a sub-technique to illustrate the end-state of
the cyber incident.

Finally, UCIT was subjected to the same cross-walk evaluation as the
three assessed taxonomies, and results were split between Table 6 and Ta-
ble 7. Results were precise as expected, which is unsurprising considering the
taxonomy uses MITRE ATT&CK as its primary sorting mechanism. Ambi-
guity does exist in the “Impact” technique family, predictably, as this event
is situationally dependent. For instance, a DoS can occur as a “Boundary
Action” and after a “System Intrusion” has occurred. However, these top-
level categorizations adequately differentiate between these two use cases and
should result in minimal confusion from a stakeholder audience.
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Table 2: Persistence, Privilege Escalation, and Defense Evasion.
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Table 3: Credential Access, Discovery, and Lateral Movement.
Credential Access Discovery Lateral Movement
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Table 4: Normalization in Remaining MITRE ATT&CK Families.
Collection Command and Control Exfiltration Impact
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Table 5: Universal cyber incident taxonomy (UCIT).
Category Initial Family Detection Level of Intrusion Report Status

Reconnaissance N/A
Boundary Activity

Impact (Network or Endpoint Denial of Service)
Initial Access
Execution

Open / Investigating

Persistence
Root

Privilege Escalation
Defense Evasion
Credential Access

Closed

Discovery
Lateral Movement

User

Collection
Command and Control

Benign

Exfiltration

System Intrusion

Impact

Unknown

Non-Compliance Activity
Unsuccessful
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7. Conclusion and Outlook

We focused on identifying a consistent and accurate incident categoriza-
tion taxonomy that can be utilized by any organization without substantial
customization for unique organizational requirements, as appears to be the
case in the current cyber defense ecosystem. As cybersecurity defensive op-
erations have grown into relatively mature business processes, it appears as
though the mechanisms for sorting cyber incident data have been extremely
fragmented and organizationally specific. While there is no escape from pol-
icy governance or legislative requirements, the discrepancies between these
three large organizations, both public and private, suggest the opportunity to
provide data-driven recommendations for a categorization taxonomy that can
be utilized uniformly across both sectors. Currently, these categorizations
become the preferred nomenclature for how incidents are defined through-
out the organization’s incident response process. Still, they are stove-piped
within an organization and not necessarily translatable to others. Consid-
ering this customization and variance, an opportunity exists to understand
differences in how cyber incidents are perceived and accurately labeled.

We evaluated three publicly available categorization taxonomies to un-
derstand these differences and assess best practices, potential gaps, and any
other challenges that result from self-defined incident categories. Such as
DoD, CISA, and Verizon are feasible examples of mature categorization
schema. The MITRE ATT&CK framework also offered a robust lexicon of
potential cyber events that was used as a data set to assess this schema. The
study cross-walked this categorization schema against multiple techniques as
defined by MITRE ATT&CK to understand how accurate each schema is,
what strengths each schema has, and what gaps can result when various tech-
niques are exercised. Additionally, the study sought to understand similar
strengths and weaknesses in categorization workflows, such as if organizations
are tasked with changing categorization as new information is presented or
circumstances change. Findings suggested consistent patterning of catego-
rizations across all three organizations that suggested either consistent best
practices or consistent room for recommendations.

Finally, the study culminated with the development and proposal of the
UCIT, which leveraged the study’s findings as a potential offering that is
publicly available and universally usable by any cybersecurity organization
or SOC. Consolidating multiple categories as much as possible and utilizing
a system based on Linnaean taxonomy for biological organisms, UCIT offers
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a concise and accurate taxonomy that circumvents much of the ambiguity
identified in the assessed schema during evaluations. UCIT is designed to
be modular, allowing additional fields to be added as required without sub-
stantially sacrificing brevity and accuracy. In short, the key contribution
of this study is to advocate for optimizing simplicity in an incident report-
ing schema to eliminate any aforementioned ambiguity. Using stacked cate-
gories with incremental detail and relying on the industry standard MITRE
ATT&CK framework for identifying the initially detected event, the overar-
ching categorization of the incident in question is more accurately identified
and communicated. Some of the future tasks would be the following.

• Additional testing, particularly in a live environment, is required to fur-
ther strengthen its proof of concept. A significant number of MITRE
ATT&CK techniques remain unevaluated, and all four cyber incident
taxonomies would benefit from additional evaluation along these lines.
Further peer review for UCIT as a means to identify potential con-
tradictions, logic flaws, and process breakdowns would also further
strengthen the taxonomy’s viability as a potentially usable data schema.

• It is highly likely that many organizations similarly mandate required
data fields within their initial incident reporting, as CJCSM 6510.01B [6]
outlines within its guidance. If there are data strategies that can enable
top-level reporting that also includes these critical fields, that is also
an opportunity for future research.

• While “Noncompliance” and associated policy violation activity was
deemed out of scope, it raises the question of whether this activity
should be within the scope of a SOC, considering the presumed work-
load that comes with the detection of cyber activity. While it is sensi-
ble to house “Noncompliance” associated detection within a SOC con-
struct due to its access to the supporting data, it may be worthwhile
to investigate if a standalone or separate entity should exist within an
organization to singularly dedicate itself to detecting policy violations.
This would notionally free up a SOC to dedicate itself fully to detecting
adversarial activity.

Appendix A.
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Table A.8: CJCSM 6510.01B Incident/Event Definitions.

Category Definition

CAT-1
Root Level
Intrusion

Unauthorized privileged access to an IS. Privileged access, often referred
to as administrative or root access, provides unrestricted access to the
IS. This category includes unauthorized access to information or unau-
thorized access to account credentials that could be used to perform
administrative functions (e.g., domain administrator). If the IS is com-
promised with malicious code that provides interactive remote control,
it will be reported in this category.

CAT-2
User Level
Intrusion

Unauthorized non-privileged access to an IS. Non-privileged access, of-
ten referred to as user-level access, provides restricted access to the IS
based on the privileges granted to the user. This includes unauthorized
access to information or unauthorized access to account credentials that
could be used to perform users’ functions such as accessing Web appli-
cations, Web portals, or other similar information resources. If the IS is
compromised with malicious code that provides interactive remote con-
trol, it will be reported in this category.

CAT-3 Un-
successful
Activity

Deliberate attempts to gain unauthorized access to an IS that is defeated
by normal defensive mechanisms. The attacker fails to gain access to the
IS (i.e., the attacker attempts valid or potentially valid username and
password combinations), and the activity cannot be characterized as
exploratory scanning. Reporting these events is critical for the gathering
of useful effects-based metrics for commanders.

CAT-4 De-
nial of Ser-
vice

Activity that denies degrades or disrupts normal functionality of an IS
or DoD information network.

CAT-5
Non-
Compliance
Activity

Activity that potentially exposes ISs to increased risk as a result of
the action or inaction of authorized users. This includes administra-
tive and user actions such as failure to apply security patches, connec-
tions across security domains, installation of vulnerable applications, and
other breaches of existing DoD policy.

CAT-6
Reconnais-
sance

Activity seeks to gather information to characterize ISs, applications,
DoD information networks, and users that may be useful in formulating
an attack. This includes activities such as mapping DoD information
networks, IS devices and applications, interconnectivity, and their users
or reporting structure. This activity does not directly result in a com-
promise.

CAT-7
Malicious
Logic

Installation of software designed and/or deployed by adversaries with
malicious intentions to gain access to resources or information without
the consent or knowledge of the user. This only includes malicious code
that does not provide interactive remote control of the compromised IS.
Malicious code that has allowed interactive access should be categorized
as Category 1 or Category 2 incidents, not Category 7.

CAT-8 In-
vestigating

Events that are potentially malicious or anomalous activity deemed sus-
picious and warranted or are undergoing further review. No event will
be closed out as a Category 8. Category 8 will be recategorized to ap-
propriate Category 1-7 or 9 before closure.

CAT-9 Ex-
plained Ac-
tivity

Suspicious events that, after further investigation, are determined to be
non-malicious activity and do not fit the criteria for any other categories.
This includes events such as IS malfunctions and false alarms. When
reporting these events, the reason for which they cannot be otherwise
categorized must be specified.
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Table A.9: Verizon DBIR incident categories/definitions.

Category Definition

Basic Web
Application
Attacks

These attacks are against a Web application, and after initial com-
promise, they do not have many additional Actions. It is the “get in,
get the data, and get out” pattern.

Denial of Ser-
vice

Attacks intended to compromise the availability of networks and sys-
tems. This includes both network and application layer attacks.

Lost and
Stolen Assets

Incidents where an information asset went missing, whether through
misplacement or malice.

Miscellaneous
Errors

Incidents where unintentional actions directly compromised a security
attribute of an information asset. This does not include lost devices,
which are grouped with theft instead.

Privilege Mis-
use

Incidents predominantly driven by unapproved or malicious use of
legitimate privileges.

Social Engi-
neering

A psychological compromise of a person that alters their behavior
into taking action or breaching confidentiality.

System Intru-
sion

Complex attacks that leverage malware and/or hacking to achieve
their objectives, including deploying Ransomware.

Everything
Else

This “pattern” is not a pattern at all. Instead, it covers all incidents
that don’t fit within the orderly confines of the other patterns. Like
that container where you keep all the cables for electronics you don’t
own anymore: Just in case.
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Table A.10: CISA/US-CERT attack vector categories/definitions.

Category Definition

Unknown Cause of attack is unidentified.
Attrition An attack that employs brute force methods to compromise, degrade,

or destroy systems, networks, or services.
Web An attack executed from a website or web-based application.
Email/Phishing An attack executed via an email message or attachment.
External/Removable
Media

An attack executed from removable media or a peripheral device.

Impersonation/SpoofingAn attack involving the replacement of legitimate content/services
with a malicious substitute.

Improper Usage Any incident resulting from violating an organization’s acceptable
usage policies by an authorized user, excluding the above categories.

Loss or Theft of
Equipment

The loss or theft of a computing device or media used by the organi-
zation.

Other An attack method does not fit into any other vector.
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Table A.11: MITRE ATT&CK Glossary.

ATT&CK
Tactic

Definition

Reconnaissance The adversary is trying to gather the information they can use to
plan future operations. Reconnaissance consists of techniques that
involve adversaries actively or passively gathering information that
can be used to support targeting. Such information may include
details of the victim’s organization, infrastructure, or staff/personnel.
This information can be leveraged by the adversary to aid in other
phases of the adversary lifecycle, such as using gathered information
to plan and execute Initial Access to the scope and prioritize post-
compromise objectives or to drive and lead further Reconnaissance
efforts.

Resource Devel-
opment

The adversary is trying to establish resources they can use to support
operations. Resource Development consists of techniques that involve
adversaries creating, purchasing, or compromising/stealing resources
that can be used to support targeting. Such resources include infras-
tructure, accounts, or capabilities. These resources can be leveraged
by the adversary to aid in other phases of the adversary lifecycle,
such as using purchased domains to support Command and Control,
email accounts for phishing as a part of Initial Access, or stealing
code signing certificates to help with Defense Evasion.

Initial Access The adversary is trying to get into your network. Initial Access con-
sists of techniques that use various entry vectors to gain their ini-
tial foothold within a network. Techniques used to gain a foothold
include targeted spearphishing and exploiting weaknesses on public-
facing web servers. Footholds gained through initial access may allow
for continued access, like valid accounts and use of external remote
services, or maybe limited use due to changing passwords.

Execution The adversary is trying to run malicious code. Execution consists
of techniques that result in adversary-controlled code running on a
local or remote system. Techniques that run malicious code are often
paired with techniques from all other tactics to achieve broader goals,
like exploring a network or stealing data. For example, an adversary
might use a remote access tool to run a PowerShell script that does
Remote System Discovery.

Persistence The adversary is trying to maintain their foothold. Persistence con-
sists of techniques that adversaries use to keep access to systems
across restarts, changed credentials, and other interruptions that
could cut off their access. Techniques used for persistence include
any access, action, or configuration changes that let them maintain
their foothold on systems, such as replacing or hijacking legitimate
code or adding startup code.
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Privilege Esca-
lation

The adversary is trying to gain higher-level permissions. Privilege
Escalation consists of techniques adversaries use to gain higher-level
permissions on a system or network. Adversaries can often enter and
explore a network with unprivileged access but require elevated per-
missions to follow through on their objectives. Common approaches
are to take advantage of system weaknesses, misconfigurations, and
vulnerabilities.

Defense Evasion The adversary is trying to avoid being detected. Defense Evasion
consists of techniques adversaries use to avoid detection throughout
their compromise. Techniques used for defense evasion include unin-
stalling/disabling security software or obfuscating/encrypting data
and scripts. Adversaries also leverage and abuse trusted processes
to hide and masquerade their malware. Other tactics’ techniques are
cross-listed here when those techniques include the added benefit of
subverting defenses.

Credential Ac-
cess

The adversary is trying to steal account names and passwords. Cre-
dential Access consists of techniques for stealing credentials like ac-
count names and passwords. Techniques used to get credentials to
include keylogging or credential dumping. Using legitimate creden-
tials can give adversaries access to systems, make them harder to
detect, and provide the opportunity to create more accounts to help
achieve their goals.

Discovery The adversary is trying to figure out your environment. Discovery
consists of techniques an adversary may use to gain knowledge about
the system and internal network. These techniques help adversaries
observe the environment and orient themselves before deciding how
to act. They also allow adversaries to explore what they can control
and what’s around their entry point to discover how it could benefit
their current objective. Native operating system tools are often used
toward this post-compromise information-gathering objective.

Lateral Move-
ment

The adversary is trying to move through your environment. Lateral
Movement consists of techniques that adversaries use to enter and
control remote systems on a network. Following through on their
primary objective often requires exploring the network to find their
target and subsequently gaining access to it. Reaching their objec-
tive often involves pivoting through multiple systems and accounts
to gain. Adversaries might install their remote access tools to ac-
complish Lateral Movement or use legitimate credentials with native
network and operating system tools, which may be stealthier.
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Collection The adversary is trying to gather data of interest to their goal. The
collection consists of techniques adversaries may use to gather infor-
mation and the sources of information collected that are relevant to
following through on the adversary’s objectives. Frequently, the next
goal after collecting data is to steal (exfiltrate) the data. Common
target sources include various drive types, browsers, audio, video,
and email. Common collection methods include capturing screen-
shots and keyboard input.

Command and
Control

The adversary is trying to communicate with compromised systems
to control them. Command and Control consist of techniques that
adversaries may use to communicate with systems under their control
within a victim network. Adversaries commonly attempt to mimic
normal, expected traffic to avoid detection. There are many ways an
adversary can establish command and control with various levels of
stealth depending on the victim’s network structure and defenses.

Exfiltration The adversary is trying to steal data. Exfiltration consists of tech-
niques adversaries may use to steal data from your network. Once
they’ve collected data, adversaries often package it to avoid detec-
tion while removing it. This can include compression and encryp-
tion. Techniques for getting data out of a target network typically
include transferring it over their command and control channel or an
alternate channel. They may also include putting size limits on the
transmission.

Impact The adversary is trying to manipulate, interrupt, or destroy your
systems and data. Impact consists of techniques that adversaries
use to disrupt availability or compromise integrity by manipulating
business and operational processes. Techniques used for impact can
include destroying or tampering with data. In some cases, business
processes can look fine but may have been altered to benefit the ad-
versaries’ goals. These techniques might be used by adversaries to
follow through on their end goal or to provide cover for a confiden-
tiality breach.
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